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DATA PROTECTION NOTICE 

 
Referred to the following MSC URLs: 

https://www.msc.com/che/our-services/digital-solutions/direct-integrations 

https://developerportal.msc.com/ 

 

MSC Mediterranean Shipping Company SA has its registered office at Chemin Rieu 12-14, 1208 Genève, 

Switzerland (referred to as the “MSC” or “we”), acting as a data controller in accordance with the General 

Data Protection Regulation (GDPR), the Swiss Federal Act on Data Protection 1992 and any other laws or 

regulations applicable to the Processing of your Personal Data in relation to the Purposes (referred to as 

“DataProtection Laws”), is committed to protecting the privacy and security of your Personal Data (as 

defined in section 2 of this document). 

This data protection notice (referred to as the “Notice”) describes how we collect, use, share and transfer 

(together referred to as “Processing “or “Process”) personal data for the Purposes specified below. 

Please also refer to our Privacy Policy which specifies the information we collect about you when you visit 

our website. 

 

1.1 WHAT PERSONAL DATA DO WE COLLECT FROM YOU? 

Personal data is any piece of information relating directly or indirectly to you. MSC may process the 

following categories of your personal data: 

• Name and surname, 

• Professional email address, 

• Professional telephone number, 

• Job position, 

• Organization to which you belong, and 

• Organization address.
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1.2  HOW WILL WE USE YOUR PERSONAL DATA? 

We will only use your personal data to: 

(1) identify you as an employee of MSC, or as an existing MSC’s customer, 

(2) allow your company to be provided with the requested Direct Integration service, and  

(3) maintain our relationship with you and your company (referred to as “Purposes”). 

As permitted under Applicable Data Protection Laws, MSC will rely on its legitimate interests to process your 

personal data. To ensure your interests, rights and freedoms do not override our legitimate interests, MSC 

will carry out a balancing test.  

If you wish to have further information about the balancing test we carried out please contact us at ch001- 

data.protection@msc.com. 

Your personal data are required to meet the Purposes. If you do not wish to provide us with such data, 

MSC may not be able to provide your Company with the requested service. 

MSC will only process your personal data for the above Purposes. If we need to use your personal data for an 

unrelated purpose, we will notify you and we will explain the legal basis which allows us to do so or obtain 

your consent where required under Data Protection Laws. 

MSC will not keep your Personal Data for longer than necessary to meet the Purposes. 

1.3 DISCLOSURE OF YOUR PERSONAL DATA 

We may disclose your personal data strictly for the Purposes aforementioned to the following recipients 

(described in the below list), who are required to take appropriate security measures to protect your personal 

data. They will only process them for the Purposes. 

We may also disclose your personal data to a third party when it is required by the applicable law, court order, or 

governmental regulation, and when it is necessary to detect and prevent fraud or support any legal investigation 

or proceeding. 

INTERNATIONAL TRANSFER OF DATA 

When submitting the form hosted on the Direct Integration page and MSC Developer Portal, your 

personal data will be transferred to Switzerland where it will be processed for the Purposes only by 

authorized MSC  employees. 
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1.4 DATA SECURITY 

We have put in place appropriate technical and organizational security measures to protect personal data 

against accidental or illegal destruction, accidental loss, alteration, unauthorized disclosure or unauthorized 

access, notably when transferred to another country, and against any illegal means of processing. 

1.5 YOUR RIGHTS OVER YOUR PERSONAL DATA 

According to the Data Protection Laws, you may exercise the following rights: 

• Request access to your personal data (commonly known as a "data subject access request"). This enables 

you to receive a copy of the personal data we hold about you and to check that we are lawfully 

processing it. 

• Request correction of the personal data that we hold about you. This enables you to have any incomplete 

or inaccurate information we hold about you corrected. 

• Request erasure of your personal data. This enables you to ask us to delete or remove personal data 

where there is no legitimate reason to continue processing it. You also have the right to ask us to delete 

or remove your personal data where you have exercised your right to object to processing (see below). 

• Object to processing of your personal data where we are relying on a legitimate interest (or those of a 

third party) and there is something about your particular situation, that makes you want to object to 

processing on this ground. You also have the right to object to where we are processing your personal 

data for direct marketing purposes. 

• Request the restriction of processing your personal data. This enables you to ask us to suspend the 

processing of personal data about you, for example, if you want us to establish its accuracy or the reason 

for processing it. 

• Request the transfer of your personal data to another commonly readable format where it is practicable. 

• Right to withdraw your consent if the legal basis for the processing of your personal data is based on it. 

In addition to the rights aforementioned and in compliance with the Data Protection Laws, you are entitled to 

lodge a complaint with the applicable data protection supervisory authority. 

If you want to exercise the rights outlined above, please complete the dedicated form. 

1.6 CHANGES TO THIS NOTICE 

We reserve the right to update this Notice at any time. The updated Notice will be published on the same page. 
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